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Azure status

Last updated 48 seconds ago

Get a personalised view of the health of your Azure services

Go to your personalised dashboard »

A Multiple Services - Applying Extended Mitigation

UPDATE AS OF 15:00 UTC: Engineers have restored storage availability for the majority of impacted services, and customers should be continuing to see
improvements to service availability.

CUSTOMER IMPACT: Starting at 09:29 UTC on 04 Sep 2018, customers with resources in South Central US may experience difficulties connecting to
resources hosted in this region. A complete list of impacted services can be found below.

PRELIMINARY ROOT CAUSE: A severe weather event, including lightning strikes, occurred near one of the South Central US datacenters. This resulted in a
power voltage increase that impacted cooling systems. Automated datacenter procedures to ensure data and hardware integrity went into effect and
critical hardware entered a structured power down process.

ENGINEERING STATUS: Engineers have restored access to storage resources for the majority of services, and most customers should be seeing signs of
recovery. Engineers are continuing to work on any residual storage impact to fully mitigate this issue. We are also working with the impacted service

teams to validate their service health in order to update this status page.

NEXT UPDATE: The next update will be provided by 20:00 UTC 05 Sep 2018 or as events warrant.
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« Java : https://www.cvedetails.com/vulnerability-list/vendor id-93/pro
duct 1d-19117/Oracle-JRE.html

« Tomcat : https://www.cvedetails.com/vulnerability-list/vendor id-45/
product id-887/Apache-Tomcat.html

« NET : https://www.cvedetails.com/vulnerability-list/vendor._id-
26/product_id-2002/Microsoft-.net-Framework.html
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Vulnerability Details : CVE-2016-3443

Unspecified vulnerability in Oracle Java SE 6ul13, 7u99, and 8u77 allows remote attackers to affect confidentiality, integrity, and availability via vectors related to 2D, NOTE: the previous
information is from the April 2016 CPU. Oracle has not commented on third-party claims that this issue allows remote attackers to obtain sensitive information via crafted font data, which
triggers an out-of-bounds read.

Publish Date ; 2016-04-21 Last Update Date ; 2016-12 VU'MT‘D“RY Detalls : CVE-2016.3427

Collapse all Expand all Select Select&Copy
1 ) JE Embedded BuT7; and JROc R28.3 9 aBows remote ARackers to affect confhidentsalty, ntegrty, and avadabidty

% Unspeched vulnersbdty in Orade Java SE 6ul113, 7u99, and Bu77; Java
Search Twitter Search YouTube Search Google —
via vectors related to JMX

- CVSS Scores & Vulnerability Types

CVSS Score

Confidentiality Impact Complete (There is total in - X . e .
SRarch Teelller Soarch YouTubs Search Coogle
Integrity Impact Complete {There is a total
compromised.) = CVSS Scores & Winerabiity Types

Availability Impact Complete {There is a total

ity p omp! ere is a tota x0tt Sadre -
Access Complexity Low {Specialized access ca

. . ) ] Ceonhidentiabty Impact plete
Authentication Mot required (Authenticatia

. Integrty Impact

Gained Access None

Vulnerability Type(s) A bilaty | J
vaiy "y med

CWE ID CWE id is not defined for tt 3
Access Complexiy Vulnerability Detalls : CVE-2016-0494

Athentication

$eiod Avsass . : i e crhéd vulrs@grabalty 10 the Java SE and lava SE Embaedded compongnts » Orace Java SE SuldsS, Tull, and Busé and lava SE Embadded BubsS allaws r
Vulnerabdity Troels conhdentalty, ntagrty, and dvilabdty wa unknown vactors related o 20
wt | wE @ ot detined for th
"
allapse A Expand &l Select SelectBTopy Serall Te amimeenits External Links

Search Twitter Search TouTubes Ssarch Gopgls

= CW55 Scores & Vulnerability Types
CVSE Score [
Confidentiality Impact mplets

Imtegrity Irmgact mplete
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Use your saved information
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Consumer Notice FAQs Potential Impact Enroll Trusi

A Progress Update for Consumers

September 13, 2017

1) Updated information on U.S. website application vulnerabi
Equifax has been intensely investigating the scope of the intrusion wit
information was accessed and who has been impacted. We know tha

Apache Struts CVE-2017-5638. We continue to work with law enforce

with law enforcement.
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